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NFORMATION TECHNOLOGY
DEPARTMENT

Mission: fo be solvers through innovative solutions, partnering with our customersto achieve
successin service to the citizens of Jackson County.

® O O Enterprise Applications
Worker productivity
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Infrastructure
Technology backbone

338 == = Cyber Security

Securing public infrastructure and data




BACKGROUND

Challenges

» Previouslack of consistenttechnology
investment

* Previouslack of ongoing maintenance

« Disparate systems

« Paper, paper and more paper

« Numerousinternally written databases

» Limitedresources




INFRASTRUCTURE

TECHNOLOGY BACKBONE

Altoona LightEdge . Managed IT Service
Il.  Fully Managed Data Center
lll. Cloud Services
V. Infrastructure upgrades
V. PC Lease Program
VI. Remote Site Network Connectivity

VII. Security Badge swipereplacement

VIiIl.Parks+Rec Security Camera deployment FENEESS

Ml Microsoft

Ml Azure

Kansas City LightEdge



CYBER SECURITY

SECURING PUBLIC INFRASTRUCTURE AND DATA

Internal Monitoring
|.  Security Awareness Training - phishing tests failure rate down from 22.1% to
4.4% between Nov. 2022 and Aug. 2023
. Oct. Cybersecurity Awareness Month campaign
IIl. Q3 2023, Business Impact Analysis
V. Ongoing - remediating found vulnerabilities

Partnerships
l.  Monthly CISA external vulnerabllity scans and comprehensive penetration
test
. Annual Security Awareness Proficiency Assessment
Ill. Jackson County IT Security partners with MS-ISAC (Multi-State Information
Sharing and Analysis Center), CISA, and National Cybersecurity Allionce
for fracking zero-day vulnerabilities and security information
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@ MS-ISAC @ centerfor »\u///// R NATIONAL
Multi-State Information . Internet Security” - Y CYBERSECURITY
S h ari ng & Ana IyS is Center® Creating Confidence in the Connected World. ;_—2% L1 ALLIANCE



ENTERPRISE APPLICATIONS

WORKER PRODUCTIVITY

Strategy: Pivot from legacy, custom-built, internal software dev elopment to commercial off-the-shelf software and Saas: to
allow for enhanced security, greater flexibility, increased av ailability, and to lev erage industry best practices

(¢, CENTRALSQUARE
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Aumentum’

TECHNOLOGIES

. GIS
a. Land Records Management
b. Parcel Viewer
c. ArcGlIS Online Services
d. Election Management Project

e. Health Department Community Health Survey
Il.  Jail Management System

a. Implementation phase

b. Target launchin Q1 2024
lIl.  Tax Management Software

a. Currently in planning phase

b. Target golive, Q3 2025
V. Workday ERP go live 12/18/23



PLANNING
QUESTICA REGULATORY

REQUISITION ANALYTICS REPORTING

aRG cll-lvAl_zT PAPER Excel /3QL ereres  Biee!
anud ISIO ‘

FINANCE
WORKFLOW R
Email, Paper
GRANTS
MANAGEMENT
FMS, Excel

RECRUITING
Newton

HUMAN IMAGING & DOC
RESOURCES BENEFITS STORAGE
Bey/Ccor BCBS, Paycor Paper, Bolt On

-

BEFORE WORKDAY

COLLABORATION
LIMITED

DATA-BASED
STRATEGIC ANALYSIS SELF SERVICE
CHALLENGING LIMITED

AUTOMATION
LIMITED




AT WITH WORKDAY
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FINANCIAL Natiunwide

7N\

workday.

Expenses
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Projects
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Statewide Advantage for Missouri
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WORKDAY STATUS

Contract
Signed
9/19/22
=4 )

@ ARCHITECT & CONFIGURE @ @ DEPLOY

03/20/23 08/21/23 11/13/23

Change Management & Training




NEEDS FOR 2024

l. T specific salary survey

Il.  Additional FTEs

lIl. Server and Network hardware upgrades

V. Continuedsupport inreplacing legacy systems
V. Renew PC Lease program

VI. Continuedsupport in planning, writing, testing Disaster
Recovery and Business Continuity plans

VII. Implementa.gov domain system

VIll.Workday - Phase X
a. WD training
b. WD Phase X implementation
c. WD Integrations cont.
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